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Surveillance in the IoT
Challenge: 

Using the IoT on personal devices, we open up opportunities for 
surveillance of IoT users through the use of single and fusioned 
sensor data. 

Questions: 

• Can we enable (some level of) anonymity when using IoT 
applications? 

• What is the tradeoff between functionality and privacy? 
• Which unexpected privacy invasions are in use in IoT devices?
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Back to Mark Weiser…
"The problem, while often couched in terms of privacy, is really 
one of control. If the computational system is invisible as well as 
extensive, it becomes hard to know what is controlling what, what 
is connected to what, where information is flowing, how it is being 
used ... and what are the consequences of any given action." [1] 

With (deeply) embedded devices such as IoT nodes and 
smartphones, users have no control over how their data is 
processed and distributes 

Even experienced users have little chance to gain more insight, 
since the source code for most IoT appliances is not available
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IoT Privacy Issues [4]

• Too Much Data: The sheer amount of data that IoT devices can generate is 
staggering. A Federal Trade Commission report entitled “Internet of Things: Privacy 
& Security in a Connected World” found that fewer than 10,000 households can 
generate 150 million discrete data points every day. This creates more entry 
points for hackers and leaves sensitive information vulnerable. 

• Unwanted Public Profile: You’ve undoubtedly agreed to terms of service at some 
point, but have you ever actually read through an entire document? The 
aforementioned FTC report found that companies could use collected data that 
consumers willingly offer to make employment decisions. For example, an 
insurance company might gather information from you about your driving habits 
through a connected car when calculating your insurance rate. The same could 
occur for health or life insurance thanks to fitness trackers. 

• Eavesdropping: Manufacturers or hackers could actually use a connected device 
to virtually invade a person’s home. German researchers accomplished this by 
intercepting unencrypted data from a smart meter device to determine what 
television show someone was watching at that moment. 

• Consumer Confidence: Each of these problems could put a dent in consumers’ 
desire to purchase connected products, which would prevent the IoT from fulfilling 
its true potential.
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Surveillance example 1
• Fitness trackers collect very sensitive data about your health 
• e.g. data collected by a FitBit tracker [20]: 

• steps you take, your distance traveled, calories burned, 
weight, heart rate, sleep stages, active minutes, and location 

• If health insurance companies can access this data, there is an 
information asymmetry to the disadvantage of the user  

• Insurance companies can adjust rates or deny coverage 
based on current and previous behavior of the customer 

• Insurance companies already provide "free" health trackers 

• Similar effects exist for car insurance 
• Tracker observes speed, braking, distance covered etc.
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• Customer tracking in stores is prevalent [8] 
• Combination of Beacons, custom mobile apps, and 

Bluetooth Low Energy (BLE) appliances 
• Beacons in stores detect 

proximity of a specific 
customer 

• Displays in stores use  
information (→ big data)  
about the customer’s  
purchasing behavior to  
display personalized ads 

• Significant privacy invasion: 
"Target Figured Out A Teen Girl  
  Was Pregnant Before Her Father Did" [17]

Surveillance example 2
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Surveillance example 3 – AirTag
• "AirTag is a super easy way to keep track of your stuff. Attach one to your 

keys. Put another in your backpack. And just like that, they’re on your 
radar in the Find My app, where you can also track down your Apple 
devices and keep up with friends and family." [Apple product desciption] 

• A $29 mobile, battery-powered device 
you can attach to your things, pets, … 

• Allows tracking via Bluetooth LE  
without long-range wireless technology 

• …as long as there are iPhones around  
which forward tracking info to iCloud 

• Other tracking devices exist, but their  
efficiency depends on the ubiquity of  
devices to connect to that provide long- 
range communication 

• What are the privacy implications of  
AirTag?
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Surveillance example 3 – AirTag "FindMy" net
How can AirTags communicate? [10] 
• AirTags can connect to nearby iPhones using BT LE 

• …to any iPhone, not just your own! 
• AirTag sends Bluetooth advertisement packets 

received by all iPhones 
in radio range 

• Receiving iPhone forwards 
encrypted location report 
to Apple’s iCloud service 

• Encrypted, so iPhone 
user does not gain  
access to location data 

• AirTag owner can locate 
AirTags paired to their phone 
using the "FindMe" cloud service
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explain how trackers are detected and when the system noti�es
the user. In Section 4, we introduce our app AirGuard. We describe
its features, highlighting the user interface design and the tracking
detection algorithm. Section 5 evaluatesAirGuard in three scenarios
and compares it to the iOS tracking detection algorithm. In Section 6,
we analyze the data from our user study. We present how many
Find My devices are in use and how many users of our app have
been noti�ed about a potential tracker. We conclude our work in
Section 7.

2 BACKGROUND AND RELATEDWORK
This section describes the essential operation of Bluetooth item
�nders with a �nder network, discusses details of Apple’s Find My
network, characterizes several stalking protections in place, and
introduces work on analyzing Apple wireless services and other
Bluetooth item �nders.

2.1 Bluetooth Device Finders
Many Bluetooth-based item �nders, or key �nders, are now using
�nder networks aiding to �nd lost or misplaced trackers [8, 35].
Those networks are generally based on apps from item �nder man-
ufacturers. Any user of the app helps to �nd lost or stolen item
�nders. In principle, whenever an item �nder is discovered via
Bluetooth with the app, the app automatically reports the current
location to the manufacturer, who then sends a noti�cation of the
discovered device to the item �nder’s owner. The ability to locate
lost devices and the accuracy of reported locations mostly depends
on the number of Android app users. iOS apps cannot scan for
Bluetooth devices in the background, limiting the functionality of
the �nder network.

This area has gained much new attention since Samsung and
Apple have created their Bluetooth item �nders. Both companies
created enormous �nder networks that utilize active smartphones
as �nder devices [31].

Several researchers analyzed key �nders frommanufacturers like
Tile, TrackR, and Nut for privacy and security. Two new privacy-
preserving and end-to-end encrypted key �nder protocols have
been proposed [19, 36].

2.2 The Find My Network
We summarize the features of the Find My network in this section.
We describe its custom Bluetooth Low Energy (BLE) advertisement
format and the working of the device �nders available. For addi-
tional details on the Find My network and its cryptography, we
refer to [21]. The authors also created OpenHaystack to build cus-
tom AirTag-like key �nders [20]. Selected details about the Find
My network have also been published by Apple [7].

We de�ne the terminology used throughout this paper as follows:

• Finder devices (e.g., iPhones, iPads, Macs) aid in �nding lost
or stolen devices.

• The Find My network is a network of �nder devices.
• Find My accessories are small devices that can be found
through Apple’s Find My network, including AirTags, Air-
Pods, the Chipolo Spot ONE, and other third-party devices
certi�ed by Apple.

(4) Download and decrypt

location reports

(2) Broadcast
Bluetooth advertisements 

with public key

(3) Upload encrypted 
location reports (1) Initial setup 

and pairing

Apple’s servers Owner iPhone

Find My key findersFinder devices

Tag Tracker

Figure 1: Simpli�ed Find My network work�ow. Adapted
from [21].

• Find My capable Apple devices are mainly devices with a
screen, including iPhones, iPads, MacBooks, and other Apple
devices, which also participate in the Find My network.

Figure 1 shows a simpli�ed representation of the Find My net-
work work�ow. The following steps are performed to recover mis-
placed or stolen devices: (1) The Find My accessories get initialized
with an elliptic curve P-224 private-public key pair and a random
secret. Those initial keys are called master beacon keys. Beginning
with the private-public key pair, the devices can create an in�nite
number of rotating key pairs by utilizing a key derivation function
and the known random secret. (2) When the accessory loses its BLE
connection to the owner’s iPhone, it emits the current public key
using BLE advertisements. For Find My devices: these devices emit
their current public key when they lose the internet connection (i.e.,
a MacBook without WiFi) (3) Finder devices, which discover such
a Find My accessory, extract the public key, generate an ephemeral
private-public key pair, and perform a one-sided key exchange
using elliptic curve Di�e-Hellman. The generated shared secret
is then used to encrypt the �nder’s geolocation. The encrypted
location and the �nder’s public key are uploaded to Apple’s servers.
(4) The owner can now use the Find My application to download
and decrypt the location reports. For this, the owner device per-
forms the other side of the key exchange by using the ephemeral
public key of the �nder and the private key of the Find My acces-
sory, resulting in the same shared secret and allowing the owner to
decrypt the location report.

For decryption purposes, the master beacon keys of all devices
are synchronized in an encrypted form using iCloud. Utilizing the
end-to-end encrypted iCloud keychain, any device signed in with
the same Apple ID can decrypt the master beacon keys and generate
the same private and public keys that were used in the BLE adver-
tisements [21]. So far, it has not been detected that Apple violates
the promise not to access the users’ private keys [21]. Therefore,
Apple should not be able to decrypt location reports.

2.2.1 BLE advertisement format. A public key on the elliptic curve
P-224 can be compressed to 28 bytes length. Apple used some tricks
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Surveillance example 3 – AirTag internals
What’s inside an AirTag? [7] 
• Sensors and actuators 

• 3-axis accelerometer 
• voice coil solder points for speaker 

• Electronics 
• U1 ultra-wideband transceiver chip [10,16] 

• Allows communication with other U1 chips in iPhones 
• Nordic Semiconductor nRF52832  

BT LE SoC w/NFC controller 
• Audio amplifier 
• Battery and power regulators
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Surveillance example 3 – AirTag
Problem: using AirTag enables you to track (stalk) other people and/
or their property! [12,13] 
• To prevent malicious use, an iPhone will… 

• alert its user if an AirTag not registered to their iCloud account 
seems to be following them 

• additionally, an AirTag separated from its owner for an extended 
period of time will play a sound when moved to draw attention to it 

•  Are these privacy measures sufficient? 
• "currently, users will receive an alert at a random period between 

eight and 24 hours once an unknown AirTag has been detected 
traveling with them" [14] 

• What if you don’t have an iPhone (but e.g. Android)? [9] 
• What if the hardware is manipulated not to alert? [15] 
• Can other, malicious devices utilize Apple’s "FindMy" network? 

[10]
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When "off" does not mean "off"
• Can you trust your device? 

• Mobile phones have sensors like cameras, microphones, 
GPS sensors, acceleration sensors… 

• How can you know the device sensor is really switched off? 
• How can you ensure only specific apps access the sensors? 

• Access to sensors + device data 
• Address and call data, browsing  

history, IP address, … 
• Solution? Hardware kill switches 
• e.g. Purism Librem 5 phone switches: 

• Cellular Modem 
• Wireless & Bluetooth 
• Camera & Microphone
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When "off" does not mean "off"
• Trend towards "smart" devices, e.g. Smart TVs 

• Devices contain significant computing power, equivalent to a 
modern smartphone or tablet 

• Connection to WiFi required, e.g. for firmware updates 
• Some Smart TVs don’t start without internet connectivity 
• Some also actively seek open WiFi networks 

• Smart TVs are capable of collecting audio, video and TV usage 
data [19] in order to harvest user data, e.g. to display ads 

• Voice activation and microphones 
• Picture content analyses 

• "Dumb" TVs which only display a picture via HDMI are hard to 
find today 

• Price of Smart TVs subsidized by surveillancy features

12



KARLSTADS UNIVERSITET – Internet of Things course (DVAD7x) – Security 1 
Institutionen för datavetenskap    |   Michael Engel

Chapter 2. Survey on IoT Ecosystems

IoT

Internet

IoT

IoT

Internet

Internet

(a) (b) (c)

Figure 2.1: Communication model: (a) Direct, (b) External, (c) Transit

direct Internet connectivity. These devices communicate with smartphones using

low powered communication mediums such as Bluetooth or Near Field Communi-

cation (NFC). Then the smartphone relays the data to a vendor cloud server over

the Internet (e.g., Fitbit, Tile Bluetooth tracker) [20].

The interoperability of consumer IoTs is inherently limited since each manufac-

turer uses dissimilar protocols for authorization and communication. Still, consumer

IoTs use commonly accepted protocols (e.g., UPnP, Bonjour, REST, mDNS) to dis-

cover, control, and communicate with other devices. On the other hand, integration

platforms such as IFTTT, voice-activated assistances (e.g., Google Home, Ama-

zon Echo) and dedicated IoT hubs (e.g., Samsung SmartThings) enable somewhat

interoperability using local or cloud to cloud APIs.

The level of inbuilt security mechanisms of the consumer IoTs varies between

vendor to vendor. Also, consumer IoT platforms usually use third-party tools and

services, which adds another level of complexity in security. On the other hand, the

heterogeneous behavior of consumer IoT devices makes it difficult to protect using

simple security policies.
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Side channels
• Privacy of users can be compromised not only by directly 

reading data, but also by analyzing metadata ("side channels") 
• e.g. network traffic patterns [18] 

• Example: smart light bulbs 
• Each light bulb has its own device  

address, transferred unencrypted 
• Even if payload is encrypted (see  

figure below), transmission of packets 
with device address indicates events, 
such as turning on/off the lightbulb 

• Possible to deduce e,g, room  
occupation from traffic pattern
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Figure 2.3: Control bit pattern of LiFX lightbulb

ble the video/audio data. Surprisingly, it reveals not only the video/audio data but

also the authentication password required for logging in to the device. This pass-

word is exposed in the basic authentication field of the packet shown in Fig. 2.2 (i.e.

YWRtaW46WvdSdGFND0=) – this is a Base64 version of “admin”. Given the password,

we are able to log into the device by simply guessing the user-name as “admin” which

is a common default credential used in many IoT devices.

The efficacy of our entropy measure can be seen in the LiFX lighbulb. Our

plaintext test for this device shows that the LiFX bulb is not communicating in

a human-readable format, whereas its traffic data has a low entropy value of 4.56.

When taking a closer look into the LiFX packets, we are able to discover that

packets associated with certain commands (from the user App) are identical and

certain bits represent specific functions of the device, meaning that the data is just

encoded as shown in Fig. 2.3. Similarly in the TPLink power switch, we see that

the data is not in plaintext but the entropy value is 5.33, suggesting that it could

possibly be encoded or poorly encrypted. By guessing that the data is sent in JSON

format (i.e. {data}), we attempt to XOR the first byte with the character “{” to

obtain the single byte key. We then apply the key to the encrypted message and are

able to extract the message in plaintext. This indicates a weak encryption is used

in the TPLink power switch. Note that some devices employ stronger encryption

protocols. For example, Amazon Echo uses TLSv1.2 for all traffic it communicates

(shown in Fig. 2.4), or Netamo camera implements IPsec, protecting the IP address

of endpoints from potential attackers (shown in Fig. 2.5).
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Privacy challenges and technologies overview
• We can only present a small part of the problem landscape [2]
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data that must be collected, processed, stored, and 
published in large volumes of real-time, highly dis-
tributed data. Distributed processing can also lead 
to unprecedented challenges related to data min-
ing privacy, along with liability for data breaches 
(that is, the release of secure information to dis-
trustful entities) and distinct levels of data quality. 
Privacy threats related to data sharing and trans-
mitting arise with the disclosure of location and 
temporally sensitive data traf!c. While collecting 
large sets of raw data, it’s challenging to balance 
the privacy preservation in data cleaning and the 
intentional reduction of data quality and original 
purpose without losing information needed for data 
mining and analysis. Collecting, sharing, and trans-
mitting sensitive data connected to humans are the 
most critical privacy issues in the context of appli-
cations. Computational and theoretical limitations 
can be associated with privacy preservation over 
high-dimensional datasets. Because individuals and 
cooperative users have different privacy constraints, 
the records in a given dataset should be treated dif-
ferently for anonymization purposes. The collected 

data might be used and published for purposes 
other than the original objective without user con-
sent. Access control and maintenance of such data, 
with the assurance of privacy protection for the cor-
responding data owner should be carefully consid-
ered. Because computer storage mediums can store 
large volumes of data, they offer high availability at 
low cost. Consequently, once information is gener-
ated, it’s most likely stored in!nitely, and thus “digi-
tal forgetting” can lead to privacy violations from 
the data owners’ perspective.1

Underlying IoT Technologies
The incorporation of RFID objects within an IoT 
environment can allow context-aware digital objects 
to represent physical objects with the abilities to 
sense, communicate, and interact autonomously.2,7 
Powerful adversaries might exist who can monitor 
all communications, trace tags within a limited time 
period, corrupt tags, and get side channel informa-
tion on the reader output. Privacy risks of RFID 
technology relate to user tracking and localizing, 
which permit the creation and misuse of detailed 
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FIGURE 2. Technological and legal aspects of privacy issues in the IoT.
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Conclusion
• Privacy in the IoT is hard to ensure – "data is the new oil" 

• Devices can spy on you and others 
• Sometimes without you recognizing 
• Useful functionality can be abused for privacy invasion 

• Companies and states are interested in your data 
• Behavioral control (health insurance), ad delivery, … 
• Also: Constraint of free speech  

• Hard to escape ubiquitous surveillance 
• Devices collect and send data without user consent 
• Few devices provide hardware off switches for sensors
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