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Course overview (all included in DVAD70)

1. Areas of application (DVAD71) 
Health, smart homes, smart cities, industry 4.0, … 

2. Infrastructures (DVAD72) 
Online sensors, gateway connections, mesh networks. 
Technologies such as NB-IoT, ZigBee, 433MHz, Z-Wave, LoRa, 
WiFi, Bluetooth, CoAP, MQTT  

3. Data management (DVAD73) 
collection, storage, processing, analysis, automation, presentation) 

4. Privacy and security (DVAD74) 
surveillance, behavioral patterns, encryption, firmware updates, 
attack vectors 

5. Energy optimisation (DVAD75) 
10 years of battery life – how can we achieve this?  
What can influence energy consumption? 
How can we minimize energy consumption?
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IoT application areas
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Most relevant IoT application areas 2020 
(by https://iot-analytics.com)
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IoT Application Areas
• IoT technologies are relevant in a large number of areas: 

• Manufacturing/Industry 4.0 
• Transportation/Mobility 
• Energy 
• Retail 
• Smart Cities 
• Healthcare 
• Supply Chain 
• Agriculture 
• Smart Homes/Smart Buildings 

• What are IoT challenges, features and infrastructure components 
common to these areas? 

• What are specific IoT properties relevant to a specific area? 
• Example use cases
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Healthcare and Well-Being
• How can IoT help in with healthcare and personal well-being? 
• User groups in healthcare: 

• Physicians 
• keep track of patients’ health 
• track patients’ adherence to treatment plans  
• track any need for immediate medical attention 

• Hospitals 
• track real time location of medical equipment 
• analyze and control deployment of medical staff 
• hygiene monitoring 

• Health insurance companies 
• incentives for customers to using and share health data 
• validate claims through data captured by IoT devices
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Healthcare and Well-Being
• In addition, personal well-being helps patients with 

• Exercise and training supervision and planning 
• Group exercises 
• Supervision of health parameters 

• e.g. heart rate, glucose level and depression and mood 
monitoring, support for elderly persons 

• Common challenges 
• Size and energy 
• Reliability 
• Data protection and security
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Although these systems show their advantages in continuous glucose monitoring, there are still many limitations.
For example, some systems do not consider real-time and remote monitoring while other systems do not pay attention
on energy e!ciency sensor devices/nodes. In addition, they are not able to inform to medical doctors in real-time in
cases of emergency.

The main motivation of the paper is to provide an advanced IoT-based system for real-time and remote continu-
ous monitoring glucose, contextual data, and body temperature. The di"erences between our work and others are
energy e!cient sensor devices integrated with an energy harvesting unit, a power management unit and an ultra low
energy nRF wireless communication, together with dedicated gateways equipped with advanced services such as push
notification for real-time notifying both doctor and patient in case of abnormality.

3. System architecture
In the furtherance of providing continuous glucose monitoring in real-time locally and remotely, the CGMS archi-

tecture shown in Fig .1 is based on an IoT architecture. The system includes three main components such as a portable
sensor device, a gateway and a back-end system.

Fig. 1: Continuous Glucose Monitoring using IoT

3.1. Sensor device structure
The sensor device whose structure is shown in Fig .2 consists of primary component blocks such as sensors, a micro-

controller, a wireless communication block, energy harvesting and management components. The micro-controller
performs primary tasks of the device such as data acquisition and transmission. Therefore, it consumes a large part
of the device’s total power consumption. Reducing power consumption micro-controller can save a lot of power
consumption of the device. The ultra low power micro-controller capable of operating with sleep modes is a suitable
candidate for the target. In the device, the micro-controller receives glucose data from an implantable glucose sensor
via a wireless inductive link receiver while it collects environmental and body temperature via data link wires such
as UART, SPI or I2C. In the system, SPI is more preferable due to its lowest power consumption between these
interfaces11.

The nRF wireless communication block is responsible for transmitting data from the micro-controller to the gateway
equipped with an nRF transceiver. The block includes a RF transceiver IC for the 2.4GHz ISM band and an embedded
antenna. Due to 2Mbps supporting, nRF completely fulfills the requirements of transmission data rates in a CGM
system. Transmission data rates of nRF can be configured for achieving some levels of energy e!ciency. For example,
instead of using 2Mbps, a data rate of 256kbps can be used for saving power when sending glucose, temperature,
and contextual data. In addition, nRF is capable of both short and long range transmission from a few centimeters
to a hundred of meters. Depending particular applications, the transmission range and transmission power can be
configured. With a short range communication, nRF consumes lower energy.

In the sensor node, the energy harvesting unit and the power management unit described in the followings are two
of the most important components because they directly impact on energy consumption and an operating duration of
the sensor node.

Fig. 2: Portable sensor device structure

3.1.1. Energy harvesting unit
The exponential advancements in WSNs, WBANs and the emerging field of IoT have opened the doors wide for

numerous intelligent applications. Unfortunately, this development is not reflected at the battery capacity side. A
major limitation of untethered nodes is a limited battery capacity which limits the operation time of the nodes. The
finite lifetime of a node implies the nite lifetime of the applications or additional costs and complexity to regularly

Glucose monitoring
• Diabetes patients require 

monitoring of blood glucose levels  
to determine required insulin injections 

• Traditionally, a manual, analog, error-prone process 
• Patients endangered by operating errors or carelessness 

• Real-time remote IoT-based continuous glucose monitoring systems [1] 
enable automatic monitoring, history, supervision by a physician 

• Sensors for glucose, body temperature, environmental data  
• NRF to smartphone 

• Cloud gateway 
• Energy efficiency enables  

energy harvesting
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Table 1: Glucose levels Table 2: Blood glucose levels in diagnosing diabetes

of 2.4 GHz, the maximum E and S are 61 V/m and 10 W/m2 respectively which are well below the targeted operation
power of the wireless sensor node.

In the sensor device, an ATMega328P micro-controller is used because it can achieve a high level of energy e!-
ciency. The micro-controller can run at 16Mhz. However, it needs to use an external oscillator and requires 5V power
supply for running at this clock. In contrast, it merely uses 1Mhz internal oscillator and requires 2V power supply
for operating at 1Mhz. On the grounds that the sensor device does not perform any heavy computation, 1MHz clock
speed and 2V power supply are suitable. In the implementation, the sensor device is in a deep sleep mode in most
of the time. It is waken up regularly i.e. for receiving incoming data from a glucose sensor and temperature sensors.
Then, it wakes up a nRF component for transmitting the data to a gateway. After all, it goes back to the deep sleep
mode.

The nRF24L01 IC is an ultra low power 2Mbps RF transceiver IC for the 2.4GHz ISM band. It is built-in with an
advanced power management method. The nRF24L01 IC communicates with the micro-controller via a SPI interface.
For the reason that it is no required a high transmission data rate to collect glucose, body temperature and environment
temperature every 10 minutes, SPI with a data rate of 250kbps is applied in the implementation.

The gateway includes a nRF transceiver and a smart phone in which the nRF transceiver is connected to the phone
via a USB port. In terms of the hardware implementation, the nRF transceiver is implemented by an ATMega328P
micro-controller and a nRF24L01 IC. Similar to the micro-controller in the sensor device, the micro-controller of
the nRF transceiver also run at 1Mhz. The micro-controller is supplied with 3.3V from the FTDI component which
converts 5V from the phone’s USB port to 3.3V. For saving power consumption, it is in a deep sleep mode in most
of the time. It is only waken up by an interrupt for receiving incoming data from a sensor device and immediately
forwarding to the smart phone. After completing these tasks, it goes back to a deep sleep node. When it is in a sleep
mode, the nRF component is also in a sleep mode.

An Android app is built in the gateway for receiving data from the nRF component and performing other services.
When data is available at one-end of the USB port, the app automatically reads the data and performs the data pro-
cessing service. In addition, the app is capable of representing the processed data in text and graphical forms and
triggering a push notification service.

The push notification service is implemented by a Google push notification API. When the mobile app detects
abnormal situations (i.e. too low or too high glucose level), the push notification service in the gateway is triggered
for sending notification messages to Cloud which then notifies doctors and an end-user wearing the sensor device.

Local database in gateways is implemented by MySQL database, and local storage (HD card). For example, the
table of glucose levels based on the Australian and UK national diabetes service scheme and the global diabetes
community20-21 shown in TABLE .1-2 is stored MySQL tables.

The server is implemented by HTML5, Web-Socket and Node.js because they support real-time and streaming data.
In addition, MySQL database for storing synchronized data and Javascipt for plotting graphical charts are utilized.

5. Experiments and Results
In order to verify the quality of data transmitted via nRF from a sensor node to a gateway, two sets of data including

random and predefined data are used. The data collected at the sensor node and the received data at the gateway is
compared in several cases such as the sensor node and the gateway in pockets, or the gateway in the environment
less than 0 degree Celsius. In the experiments, the distance between the sensor node and the gateway is in a range
of a few meters although in most of the cases, the distance is less than 1 meter. The results show that the sent and
received data (i.e. environmental temperature and body temperature) is the same, and there is no lost during the
transmission for all cases. In some cases when radio signals are blocked, the sensor node tries to send the data with
a higher power. Fortunately, average power consumption of the sensor node does not vary dramatically due to a long
interval (i.e. every 10 minutes) between transmission times. Power consumption of components and devices used in
the implementation is shown in Table .3.

Table 3: Power consumption of nRF transceiver, sensor node and gateway
Device Voltage supply (V) Average Current (mA)

nRF transmitter (nRF + ATMEGA328P) 2 0.5
nRF receiver (nRF + ATMEGA328P + FTDI board) 5 5

Sensor node 2 1.4
gateway(Android phone without nRF receiver) 5 70

Android phone with nRF receiver 5 75
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Glucose monitoring: commercial system
Example: Ericsson Actiste [2] 
• combined product and service  

• preventing both hypo- and hyperglycemia 
• brings together a blood sampler,  

blood glucose meter and insulin pen 
• objective: minimize the number of actions  

needed for diabetes control 
• combined functions for sampling,  

measurement and insulin injection 
• additional features in companion app 

• provide the user with insights into  
how lifestyle factors impact blood  
glucose control 

• download reports of all recorded  
treatment to determine opportunities  
to improve blood glucose control
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IoT-connected hearing aids
• Challenges: [3] 

• Traditional hearing aids are problematic with some external 
audio sources – phones, TVs, etc. 

• Adaptation to changing hearing 
characteristics 

• Energy efficiency and  
real-time signal processing 

• Size constraints 
• Additional application use cases 

• Audio noise cancellation 
• Personal sound zones 
• Audio broadcast 
• Audio alerts 
• Sound streaming
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Output stage – Pulse width modulation (PWM) technology
is used as a digital amplifier technique to provide normal or
high audio output to a receiver.
Memory – Volatile memory such as Random-Access
Memory (RAM), typically integrated on the same chip as the
processor, does not store its contents when the system is
powered down. Non-volatile memory in the form of
Electrically Erasable Programmable Read-Only Memory
(EEPROM), retains its contents when powered down. It can
be programmed multiple times and is where the algorithms,
fitting parameters and data logs are stored.
Power management – Optimizes and conserves the use of
power provided by the battery.

User interface – Interface blocks enable input from
a volume control, push buttons or sensors allowing the user
to control the device, such as increase volume and change
programs.
Wireless communication – Enables communication
between the hearing aid and external devices used to control
the hearing aid, or send data between hearing aids or other
devices.

In addition to these functional blocks, there are other
components such as capacitors and electrostatic discharge
(ESD) protection circuits that are typically included in
a hearing aid system.

Figure 4. Main Functional Blocks Diagram

Design Partitioning Factors
Flexibility is a key factor when making design

partitioning decisions. If blocks are integrated on a single die
as a system-on-a-chip (SoC), the ability to change a single
functional block is lost and the entire chip must be revised.
This can potentially be both time consuming and costly. For
example, if the wireless communication functionality is
combined with the processor into an SoC, the system is
locked into a specific wireless technology.

So why not just keep all of the key functional blocks as
separate chips to maximize flexibility? Quite simply, size.
There is a limited amount of available area within a hearing
aid, and given the trend towards “invisible” devices, the

available area is getting smaller and smaller. This is further
complicated as new requirements are added, such as
communication with multiple wireless technologies and the
adoption of rechargeable battery technology. Designers are
then challenged to find ways to shrink the electronics and
route the signals and power supplies between the different
chips.

A logical approach is to integrate as many blocks as
possible. While there are many advantages to integrating
functionality as summarized in Table 2, there are also risks
and business factors that need to be considered carefully.
Designers also need to keep in mind the stringent size, power
consumption and performance requirements of hearing aids.

Table 2. FACTORS TO THINK ABOUT WHEN MAKING A DESIGN PARTITIONING DECISION
System Requirements Integration Advantages Integration Risks Business Considerations

Good sound quality and
computational performance
Minimize power
consumption
Minimize physical size

Less power consumption
Greater efficiency
Increased signal integrity
Smaller footprint
Simplified manufacturing (fewer components)

Increased design complexity
Higher chip manufacturing
complexity may impact yield
Loss of flexibility in changing
functional blocks

Increased design costs
versus manufacturing
cost savings
Time to market

Example: IoT-connected hearing aid [4]

• Analog Front End  
• conditioning and converting the signal from analog to digital  

• Processor with volatile memory (to store samples, runtime data) 
• performs signal processing and controls various tasks  
• DSP functionality required for real-time signal processing 

• Output stage 
• Pulse width modulation (PWM) technology is used as a digital amplifier 

technique  
• User interface 

• enable input from a volume  
control, push buttons or  
sensors  

• Wireless communication 
• enables communication between  

the hearing aid and external  
devices used to control the hearing aid 

• send data between hearing aids or other devices (smartphone, etc.)

10

Functional blocks of an IoT-based hearing aid (from [4])
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IoT hearing aid and Smart Cities
• Internet connectivity enables IoT-based hearing aids to provide 

additional functionality 
• Integration with a Smart City environment enables the sending 

of information [5] 
• bus/train departure times  
• warnings (traffic lights,  

construction, alarms) 
• Enabled by near-range  

communication 
• Bluetooth Low Energy (BLE) 

• Early work for smart information 
integration e.g. at TU Dortmund 
 
https://ess.cs.tu-dortmund.de/Teaching/PGs/dovinci/
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Integration of IoT-connected hearing aids into 
a Smart City environment (from [5])

https://ess.cs.tu-dortmund.de/Teaching/PGs/dovinci/
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Implanted Medical Sensors
• Applications: 

• monitoring and controlling body parameters and functions 
• e.g. subcutaneous glucose sensor transmitter, 

oximeter, pH sensor, pacemaker, nerve/brain stimulator [6] 
• Challenges: energy, size, communication 
• Wireless body area network (WBAN) [6] 

• uses tissues as part of its transmission channel  
• 10–500 kbit/s possible
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A Review of Implant Communication Technology
in WBAN: Progress and Challenges

Assefa K. Teshome , Member, IEEE, Behailu Kibret , Member, IEEE,
and Daniel T. H. Lai , Member, IEEE

(Methodological Review)

Abstract—Over the past six decades, there has been
tremendous progress made in the field of medical implant
communications. A comprehensive review of the progress,
current state of the art, and future direction is presented in
this paper. Implanted medical devices (IMDs) are designed
mainly for the purpose of diagnostic, therapeutic, and assis-
tive applications in heathcare, active living, and sports tech-
nology. The primary target of IMDs’ design revolves around
reliable communications, sustainable power sources, and a
high degree of miniaturization while maintaining biocom-
patibility to surrounding tissues adhering to the human
safety limits set by appropriate guidelines. The role of the
Internet of Things and intelligent data analysis in implant
device networks as future research is presented in this pa-
per. Finally, in addition to reviewing the state of the art, a
novel intuitive lower bound on implant size is presented.

Index Terms—Body area network, electromagnetic (EM)
model, implant power sources, intrabody communication
(IBC), medical implants, miniaturization.

I. INTRODUCTION

S INCE THE 1950s, research has sought to address the de-
mand for long-term operation and low power communica-

tion for medical implants [1], [2]. Implants are now an inte-
gral part of the wireless body area network (WBAN) where
different implanted or wearable devices are interconnected
via link sensor nodes, as shown in Fig. 1. In the WBAN
scenario, the defacto implant communication is one where
the implanted medical device (IMD) communicates with a
wearable data presentation device or a controller located outside
the human body and vice versa. In fact, implants also communi-
cate with other implants where an intuitive example is the case
of an implanted glucose sensor with an insulin pump.

Unlike traditional through-the-air wireless radio frequency
(RF) communication, implant communication uses living
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Fig. 1. WBAN: Part of the implanted sensors use RF communication
to the external access point; others, use the HBC mechanism to com-
municate to the link sensor.

tissues as part of its transmission channel, and hence faces ex-
tra challenges. First, the human body is a hostile channel to
high-frequency electromagnetic (EM) signals. To understand
the human body’s influence to EM signals, several researchers
conducted experimental, analytical, and simulation-based char-
acterizations. The early work of Gabriel et al. [3] character-
ized dielectric properties of different tissues as a function of
frequency; this has enabled testing different hypotheses and the-
ories as to how the tissues affect signals at different frequency.

In addition, the invasive nature of implantation surgeries
places a stringent miniaturization requirement and sustainable
powering regime for implants, especially for long-term duration.
As such, proper design and use of electronic medical implants
need to take into account the specific application of the de-
vice. The data rate required dictates the bandwidth and even
the implant communication mechanism. For example, subcu-
taneous glucose sensor transmitter is implanted just under the
skin (depth of 4 mm) with low data rate (of less than 10 kb/s [4])
and intermittent transmission while a cochlear implant requires
a deeper implantation depth of 2.5 cm with a high data rate of
up to 500 kb/s in a continuous transmission mode. To this end,
different communication mechanisms have been studied and
employed; these include inductive coupling between implanted
and surface mounted coils [5], [6], antenna-enabled RF com-
munication [7], and recently the galvanically and capacitively

1937-3333 © 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications standards/publications/rights/index.html for more information.
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WBAN network (from [8]) In-body sensor infrastructure
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Problem: obsolescence
• Bionic eyes – retinal implant to partially  

restore vision for blind patients 
• Argus I and II products by  

Second Sight Medical Products [6] 
• Provides low-resolution view of  

physical environment 
• Useful to navigate e.g. doors 

• Company went bankrupt in 2020, 
products are now unsupported [8] 

• No fixes, problems with medical 
analysis due to missing information
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Smart Home
• Idea: equip homes with sensor and actuator technology  

• Connected using near-range networks 
• Gateway to the internet 

• Application areas 
• Energy saving 

• Turn lights and heating on/off  
on demand/weather conditions 

• Safety 
• Smart smoke detectors 

• Security 
• Intrusion detection 
• Remote surveillance 

• Comfort 
• Door sensors/cameras 
• Automatic window blinds

14

IoT devices in the Smart Home 
from https://iot5.net/iot-applications/smart-home-iot-applications/

https://iot5.net/iot-applications/smart-home-iot-applications/
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Smart Home Example: Nest
• Smart device designed to control a central air conditioning unit based on 

heuristics and learned behavior  
• Connect to home/office network, interface with the Nest Cloud for remote control 

• ZigBee module for communication with other Nest devices  
• Uses machine learning 

• first weeks: set the thermostat manually to provide the reference data set 
• Nest can then learn schedules, which temperature they are used to and when 
• energy-saving mode when nobody is at home 

• determined using built-in sensors and phone locations 
• Dual-processor solution 

• TI Sitara AM3703 ARM Cortex-A8 system-on-chip 
• 64 MB RAM, runs Linux  

• ARM Cortex-M3 microcontroller  
(128 kB flash, 16 kB RAM)  

• control few driver circuits and  
SHT20 temp. / humidity sensor 
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Figure 1: Front and back plates of a Nest Thermostat (credit: Nest)

2.3 Boot Process

Upon normal power on conditions, the Sitara AM3703 starts to execute the code in its internal
ROM. This code initializes the most basic peripherals, including the General Purpose Memory
Controller (GPMC). It then looks for the first stage bootloader, x-loader, and places it into SRAM.
Once this operation finishes, the ROM code jumps into x-loader, which proceeds to initialize other
peripherals and SDRAM. Afterwards, it copies the second stage bootloader, u-boot, into SDRAM
and proceeds to execute it. At this point, u-boot proceeds to initialize the remaining subsystems
and executes the uImage in NAND with the configured environment. The system finishes booting
from NAND as initialization scripts are executed, services are run, culminating with the loading
of the Nest Thermostat proprietary software stack. Figure 2 shows the normal boot process of the
device.

Boot ROM
starts execution

ROM ini-
tializes basic
subsystems

ROM copies
X-Loader
to SRAM

X-Loader
executes

X-Loader
initializes
SDRAM

X-Loader
copies u-boot
to SDRAM

u-boot

executes

u-boot

configures
environment

u-boot

executes
Linux kernel

Userland
loaded

Figure 2: Standard Nest Thermostat boot process

3 The AM3703 - A Closer Look

The TI AM3703 microprocessor is composed of a 32 Channel DMA controller, a dual-output three-
layer display processor, High Speed USB controller with USB OTG capabilities, an emulation
module for debugging, a General Purpose Memory Controller (GPMC) to handle NAND/NOR
flash, an SDRAM memory scheduler and controller, an 112KiB on-chip ROM which contains boot
code, a 64KiB on-chip SRAM all connected by a Level 3 (L3) interconnect which runs at 200MHz.

3

Nest thermostat front and back (from [9])
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Smart Home Example: video surveillance
• Security focus 

• Monitor video (and audio) streams in your home when you 
are away 

• Smart cameras: motion detection, internet connectivity 
• Smart phone/tablet/browser application to watch live stream 

• High bandwidth requires Wifi or  
Ethernet connection 

• Live stream: 1–2 Mbit/s for  
1080p video with 6–10 fps 

• "Intelligent" camera functionality 
• motion and person detection 
• avoid false alarms  

(e.g. due to sunlight)
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Smart Home Example: light bulb
• Component of energy saving infrastructure 
• Example: IKEA trådfri 

• "Smart" LED light bulb, ca. 100 SEK 
• Manual control via wireless switch/dimmer 
• Automatic control via gateway 

• Six cold white + six warm white LEDs 
• Individually controllable via PCM 

• ARM Cortex-M4 microcontroller 
• SilLabs Mighty Gecko EFR32MG1P132GI 
• 40 MHz, 256 kB flash, 32 kB RAM (!) 
• ZigBee wireless radio 

• Interface to gateway via ZigBee 
• Part of a whole family of smart home devices [11] 

• window blinds, motion sensors, dimmers, …
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Conclusion
• IoT in medical applications 

• internal or external to the body 
• low-power, small size, high reliability requirements 
• monitoring and control of vital parameters 

• IoT in the smart home 
• large number of sensors and active devices 
• low cost, flexible, heterogeneous systems and networks 
• reduce energy consumption, increase safety and security, 

convenience functions 

• IoT benefit: Interoperability 
• Connect medical devices to smart home and city environments 
• E.g. hearing aid integration with home and city networks

18
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