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From embedded systems to the IoT
Microcontroller history – 4004, 8051, AVR 
• Intel 4004: 4 bit, November 1971 

• 0.5-0.7 MHz 
• first commercially produced 

microprocessor, used in calculators 
• Intel 8051: 8 bit, 1980 

• 12 MHz, 128 bytes RAM, 4 kB ROM 
• still shipping billions of units every year! 

• Atmel/Microchip AVR: 8 bit, since 1996 
• many different models up to 24 MHz 
• 64 bytes–16 kB RAM 
• popular as basis of Arduino boards 
• Developed as master thesis of two 

students at NTNU (Alf-Egil Bogen and 
Vegard Wollan)
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32 bit are the norm today
8-bit microcontrollers are too limited for modern applications, e.g. 
• Wireless communication (Wifi/802.11, Bluetooth, 2/3/4/5G, …) 
• Image and audio processing 

• ARM-based 32-bit microprocessors (Cortex-A also 64 bit today) 
• Original ARM CPU ("Acorn RISC Machine") introduced 1986 

• Three families provided by ARM today as basis for different SoCs 
• Cortex-M: microcontrollers 
• Cortex-R: real-time controllers 
• Cortex-A: application processors (mobile phones, tablets) 

• Example: Nordic Semiconductor nRF52840 (2016) 
• Cortex-M4, 64 MHz, floating point, 1 MB flash, 256 kB RAM 
• Many wireless protocols: Bluetooth Low Energy, Bluetooth 

mesh, NFC, Thread and Zigbee
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The consequences of Moore’s Law
Moore’s Law (1965): observation that the number of transistors in a 
dense integrated circuit (IC) doubles about every two years 

Empirical relationship linked to gains  
from experience in production (not a law  
of physics!) observed by Gordon Moore 

Reason: shrinking structure sizes 
• Intel 4004 (1971): 10 𝜇m 
• nRF52840 (2016): 55 nm 
• Apple M1 (2020): 5 nm 

Smaller structure sizes 
➛ more transistors per silicon area  
➛ lower cost of semiconductors
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Scaling and the end of Moore’s Law
Dennard scaling – another important observation especially for 
battery-operated devices: 

"As transistors get smaller, their power density stays constant, so 
that the power use stays in proportion with area." 

This implies that both voltage and current scale (downward) with 
the semiconductor structure length. 

Both Moore’s Law and Dennard scaling hit physical limits today 
⇒ New approaches to scaling and energy efficiency must be found
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(Tiny) computers are everywhere
Moore’s Law enabled increasing functionality and speed and 
lower prices; in addition, Dennard Scaling predicted 
improvements in energy efficiency. 

Consequence: Microprocessors and microcontrollers could be 
integrated into almost any device ⇒ embedded systems 

"Embedded systems are information processing systems 
embedded into enclosing products" [5] 

Networking (especially wireless) proliferated starting in the late 
1990s with IEEE802.11 (Wifi) and Bluetooth due to the availability 
of highly integrated semiconductors to handle communication. 
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(Tiny) computers are everywhere – example
A modern car uses more than 100 embedded devices (called ECUs – 
embedded control units) which are networked using different standards. 
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Mark Weiser’s groundbreaking ideas
Early work at Xerox’ PARC research labs, which also invented 
• Graphical user interfaces and the mouse (Douglas Engelbart) 
• Ethernet networks (Robert Metcalfe et al.) 
• The laser printer, the personal computer, electronic paper, … 

In 1991, Mark Weiser worked at PARC  
and formulated his vision in  
"The Computer for the 21st Century" [1]: 

"Specialized elements of hardware and software, connected by 
wires, radio waves and infrared, will be so ubiquitous that no one 

will notice their presence." 

This is a direct consequence of the progress of Moore’s Law.
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Ubiquitous computing principles
Some of Weiser’s principles (nr. 1 and 3) were focused on human 
interaction with computers. The large invisible part of the IoT 
infrastructure is captured in nrs. 2 and 4. 

The set of ubiquitous computing principles in Weiser’s paper [1]: 
1. The purpose of a computer is to help you do something else 
2. The best computer is a quiet, invisible servant 
3. The more you can do by intuition the smarter you are; the 

computer should extend your unconscious 
4. Technology should create calm 

In Designing Calm Technology [6] Weiser and John Seely Brown 
describe calm technology as "that which informs but doesn't 
demand our focus or attention."
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The "post PC" era
Three generations of computing 

1. Mainframe Computing: 
 
One computer, many users 

2. Desktop Computing: 
 
One computer per user 

3. Ubiquitous Computing: 
 
Many computers per user
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Post-PC Era

Mainframe: 1 Computer, Many Users

PC: 1 Computer, 1 User

Ubiquitous Computing: 
Many Computers, 1 User
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Source: Mark Weiser
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Ubiquitous Computing

• Computers everywhere
• The real world contains virtual

information
– In contrast to: virtual worlds
– More closely related to Augmented Reality

• Out of sight and senses
• All devices are highly connected

Mark Weiser: What Ubiquitous Computing Isn't
Ubiquitous computing is roughly the opposite of virtual reality. Where
virtual reality puts people inside a computer-generated world, ubiquitous
computing forces the computer to live out here in the world with people.

(According to Mark Weiser)
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Active Badges: Technology

• Badges emit infrared (IR remote)
signals

• 1 signal every 15 sec.
• Avoid 2 badges in sync

– use high tolerance components
– Light sensor changes interval
– � switched off when in the dark

• Button to trigger events
• Sensors distributed in the building
• Central server scans regularly for

„badge sightings“
• Over 1500 badges and 2000

sensors used worldwide

“A disadvantage of an infrequent signal from the badge is that the location of a badge is only known,
at best, to a 15-second time window. However, because in general a person tends to move relatively
slowly in an office building, the information the Active Badge system provides is very accurate.” ;-))
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Active Badges: Initial Services
• FIND (name)

– Provides the current location of the named badge and, if it has recently moved, a
list of all the locations it has been sighted at in the last five minutes along with the
likelihood of finding it at each.

• WITH (name)
– Locates a named badge and provides information about other badges that are in

the immediate locality of that badge.
• LOOK (location)

– Allows an investigation to be made of the badges that are currently near the
specified location.

• NOTIFY (name)
– An alarm mechanism that generates an audible indication of when the named

badge is next sighted after executing the command. ‘NOTIFY’ is particularly
useful when trying to deliver an urgent message to a member of staff who is out
of the office on business for long periods of time.

• HISTORY (name)
– Generates a condensed report of the location history for the named badge during

a one-hour period. The system intentionally does not record any location data on
a permanent storage medium, to dispel concern about long-term monitoring of an
employee’s movements.

Early ubiquitous devices
Olivetti/AT&T’s Active Badges (1992) [2] 

Badges emit infrared (IR remote) signals 
every 15s. Buttons can trigger events, 
sensors distributed in the building 

Functionality 
• Teleport 

• Redirect screen output from 
"home" computer to nearby 
computer 

• Phone forwarding 
• Automatically forward phone calls 

to nearest phone
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Different Active Badge devices
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Tabs, pads and boards (cont.)

• Boards, yard-sized (1 Yard = 0.914 m)
– used as book shelves, TVs, display boards

• Power of Ubicomp stems from the interaction of
all devices.

• Ubicomp can „awake“ lifeless things (books,
overhead slides, etc.)

• Problem: today it‘s easier to read a book than to
sit down at a complicated Personal Computer

• Transition will happen in small steps

LMU München – Medieninformatik – Butz – Augmented Reality – WS2006/07 –  Folie 20

Example project: Active Badges
Olivetti / AT&T, Schilit, Hopper, Harter, et al.

• Teleport
– Redirect screen output

from "home" computer to
nearby computer

• Phone forwarding
– Automatically forward

phone calls to nearest
phone

Active Badge technology

Pictures by Olivetti
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Early ubiquitous devices
Xerox ParcTab (1993) [3] 
• Mobile tab-sized devices 
• Motorola 683xx processor, 4MB RAM 
• Unistroke input via pen  

Infrared wireless base station 
• Base stations in the ceiling 
• Low bandwidth, modulated carrier  
• Transmission radius ~7m  

Context-aware applications 
• Information access 
• Communication and collaboration 
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Pictures by Xerox

algorithms can often fit three or four words across the screen. The 8-line display is also small
enough to update quickly despite the limited communication bandwidth.

Users scroll through text either by clicking the top or bottompush-buttonsor by touching
the upper or lower half of the display. The experience is similar to reading a newspaper
column through a small window that can be moved up or down by the flick of a pen.

4.3 Text Entry
Weexperimentedwith twomethods of text entry: graphic, onscreen keyboards andUnistrokes,
a novel approach to handwriting recognition. Unistrokes [11] is similar to Graffiti, a system
marketed subsequently by Palm Computing.

4.3.1 Keyboard Entry
An onscreen keyboard requires both an array of graphic keys arranged in typewriter format
and an area to display text as it is entered. We have experimented with several layouts. The
first presents key icons across lines 2 through 8 of the screen and displays the characters that
have been “typed” on line 1, which scrolls left and right as necessary to accommodate mes-
sages longer than 21 characters. A delete-last-character function bound to the PARCTAB’s
top push-button allows easy correction of mistakes. One of the other push-buttons serves as
a carriage return that terminates an entry. We found that users could enter about two charac-
ters per second using this keyboard layout. Experiments with smaller keyboards show that
they lower typing accuracy.

a  b  c d e f  g  h  i  j  k       l m

n  o p q  r s  t  u v  w  x  y    z

Figure 4: The Unistroke alphabet

4.3.2 Unistrokes
Techniques for handwriting recognitionhave improved in recent years, and are used on some
PDAs for text entry. But they are still far from ideal since they respond differently to the
unique writing characteristics of each operator. We have experimented on the PARCTAB
with Unistrokes, which depart from the traditional approach in that they require the user to
learn a new alphabet—one designed specifically to make handwriting easier to recognize.

For each character in the English alphabet, letters, numerals and punctuation, there is a
corresponding Unistroke which can be drawn in a single pen stroke . The direction of the
stroke is significant (Figure 4).

Numerals in fact share the same Unistroke character as some letters, and are distinguished by entering a
numeral mode.

9

Unistroke character input system
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IBM Linux watch
IBM WatchPad (1999) [4] 
• Size: 65mm x 46mm x 16mm 
• Weight: 43g (w/o band) 
• CPU: ARM7 (18–74MHz) 
• Input Devices 

• Touch Panel 
• Stem Switch (crown) 
• 3 Buttons 

• Display: 320x240 monochrome LCD 
(later model: 640x480 OLED) 

• Memory: 8MB DRAM, 16MB Flash 
• Communication 

•  Bluetooth, IrDA, Serial (Cradle) 
• Other Devices – Speaker, Mic, Vibrator, 

Fingerprint sensor, Two-axis Accelerometer

13
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Watchpad prototype

Watchpad PCBs

January 2002 35

could be used for communication without actively
involving the user. Because we did not know for cer-
tain if the size and power constraints made it feasi-
ble to add a Bluetooth radio, we opted to put the
Bluetooth module on a separate card.

The display board contains the OLED, which we
chose over the LCD with little hesitation, aesthet-
ics being an important design goal. We had planned
to accommodate the OLED display on the other
side of the main board. Unfortunately, only the
processor was available in a bare die, and many
parts destined for only one side of the main board
overflowed to the other side, which meant there
was no room for the OLED chip. 

No existing display met our need for low power
consumption, high pixel density, and controls to trade
off brightness for power, so we decided to build one
jointly with eMagin Corp.2 We wanted the OLED
display to reside on a silicon chip that the processor
would see as static RAM. Every high bit in the static
RAM would then turn on one of the LEDs in the
array. Thus, unlike LCDs, the display would not need
refreshing. The OLED display would not be avail-
able until several months after the main board, how-
ever, so we decided to use a 96 ! 120 pixel reflective
LCD display in the interim so there would be two
versions—an LCD and an OLED. 

Our decision to use a touch screen and roller
wheel as input devices took a little longer. Touch
screen proponents argued that the absence of but-
tons made the watch elegant and simplified the user
interface. Those who were opposed argued that the
smudges on touch screens would look awful and
decrease the display’s readability. 

We decided that the touch screen should have
just four distinguishing quadrants, corresponding
to the display’s four corners. If this proved too lim-
iting, we could add a fifth zone at the display’s cen-
ter; anything finer would be very hard to use. To
navigate the applications and data, we added a
roller wheel; to experiment with a speech interface,
we included a speaker and a microphone. 

Once we had the board designs, we began esti-
mating power consumption and drain. It soon became
clear that we needed a rechargeable battery to supply
the peak current that the watch would draw.

We had yet to select two major items in the spec-
ification: the operating system and graphics library.
The choice of operating system led to interesting
discussions ranging from “Who needs an operat-
ing system for a watch?” to “We need to provide an
industrial-strength operating system.” 

We looked at several embedded operating sys-
tems such as pSOS, vxWorks, EPOC 32, and QNX

and spoke to others who had studied this question
under different constraints. We soon learned that
it is difficult to license a commercial operating sys-
tem for a research project without well-defined
product plans or volume projections. The devel-
opment environments were also rather costly.

Inside IBM, effort was being directed at Linux,
which was a good reason to choose it. Another com-
pelling reason was cost: The source code and the tools
were free. Moreover, many of us were familiar with
running Unix on workstations. There was still a ques-
tion of whether we could run Linux on a device this
small, but since others had run Linux on devices with
less memory and computational power, we were rea-
sonably confident that it would run on the watch.
People outside the project shook their heads and told
us we had just sounded its death knell.

About the time we were debating the operating
system question, we began to address the issue of
graphics libraries. Given the small display and the
limited amount of resources available on the watch,
having a full-fledged graphics library initially
seemed like overkill. Nevertheless, we believed that
supporting a standard, well-understood graphics
library would be beneficial because it would help
simplify application development. Of the available
choices, X11 was very stable. Though it was large,
we knew that it would fit, and we knew that its
developers were working on making it smaller.

Table 1 summarizes the evolution of the hard-
ware specifications, which were completed in June
1999. The watch would have an ARM EP 7211
processor, 8 Mbytes of flash memory, 8 Mbytes of
DRAM, a touch screen, a roller wheel, infrared and
Bluetooth wireless interfaces, X11 graphics, and a
speaker and microphone. We were ready to start
designing and building the three boards.

COORDINATING DEVELOPMENT
In parallel with building the boards, we wanted

to study user interface issues and work on the soft-
ware libraries and drivers that would help us bring
up the hardware. To do this, we needed some pro-

Figure 2. The three
boards designed for
the wristwatch com-
puter. The main
board (left) contains
the processor, the
communications
board (middle)
houses the Blue-
tooth module, and
the display board
(right) contains the
organic LED display. 
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WatchPad applications
Many different applications were prototyped 
(see also https://researcher.watson.ibm.com/researcher/
view_group_subpage.php?id=8146) 
• Personal Information Management 
• Gesture recognition, Handwriting input 
• Controller for other devices 
• Mobile Web Services 
• Limited function WML browser 
• Symbiosis with other devices (Everywhere Display) 
• Lynx browser 
• SIP User-agent 
• Viewer for a GPS in backpack 
• Mobile Payments 
• Password Vault

14
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Ubiquitous networking
Prototypes and early devices used infrared light communication (1990s) 
• IrDA (Infrared Data Association) standard: 850-900 nm light 
• Line-of-sight required, in practice speeds up to 4 MBit/s 
• Different application layer protocols, IrOBEX (object exchange), IrCOMM (serial interface emulation) 

Proliferation of wireless network technology (since late 1990s) 
Enabled by availability of ISM radio frequency band (2.4 GHz) 
• First generation wireless networks (WiFi): IEEE 802.11 standard (introduced 1997) 

• originally 2 MBit/s, now up to 700 MBit/s (802.11ac) 
• use of 5 GHz frequency band in later standards to avoid overloaded 2.4 GHz ISM band 
• commonly used as replacement for cabled ethernet infrastructures 

• Bluetooth (since 1998) 
• exchange data between fixed and mobile devices and build personal area networks 
• short range: up to 10m in the most commonly used mode 

• Low power wireless networking 
• IEEE 802.15.4 – basis for protocols such as Zigbee, 6LoWPAN and Thread  
• Bluetooth Low Energy (BLE) – independent of classic Bluetooth (since 2006) 

• Mobile network infrastructures 
• 2G (first digital standard) in Finland: GSM in 1991 up to 40 kBit/s, today 5G (up to 4 GBit/s) 

• Wide range low throughput (LoRaWAN) 
• proprietary technology for long-range transmissions with low power consumption (up to 27 kBit/

s)

15
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Wireless sensor networks
"Networks of spatially dispersed and dedicated sensors that monitor and record the 
physical conditions of the environment and forward the collected data to a central 
location" [7] – a predecessor and important part of IoT technology today. 

Active research area since the late 1990s with many applications 
• Area monitoring 
• Health care monitoring 
• Habitat Monitoring 
• Environmental/Earth sensing  

• air/water quality, forest fires, landslide monitoring 
• Industrial monitoring 

• machine health, data logging, structural health 

Common characteristics 
• Power consumption constraints, nodes use batteries or energy harvesting 
• Resilience – network is capable of handing node failures 
• Node mobility, heterogeneous node infrastructures, scalability of networks

16
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Cyber-physical systems
Cyber-physical systems (CPS) are "engineered systems that are 
built from and depend upon the synergy of computational and 
physical components" [5] 

The physical environment is important here, CPS interact with it by 
using different sensors and actuators. 

Example systems include 
• smart grid 
• autonomous automobile systems 
• medical monitoring 
• industrial control systems 
• robotics systems 
• automatic pilot avionics

17
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Merging it all: the IoT
"The internet of things, or IoT, is a system of interrelated computing devices, 
mechanical and digital machines, objects, animals or people that are provided 
with unique identifiers (UIDs) and the ability to transfer data over a network 
without requiring human-to-human or human-to-computer interaction." [8] 

The IoT builds on previously discussed technologies embedded/cyber-physical 
systems, ubiquitous computing, wireless networking and sensor networks. 

"A thing in the internet of things can be a person with a heart monitor implant, a 
farm animal with a biochip transponder, an automobile that has built-in sensors 
to alert the driver when tire pressure is low or any other natural or man-made 
object that can be assigned an Internet Protocol (IP) address and is able to 
transfer data over a network." [8] 

However, IoT applications comprise more than these fundamental technologies 
• What about data in the IoT?

18
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It’s all about data?
IoT systems are complex, networked, heterogeneous distributed systems [9].  
How is application data handled in IoT systems? 

Protocols for the IoT can be broadly classified into 
• Network protocols for IoT (Datalink / Physical layers) 
• IoT data protocols (Presentation / Application layers) 

IoT data protocols are used to connect low-power IoT devices.  
• Provide communication with hardware on the user side 

Examples 
• MQTT (Message Queuing Telemetry Transport) 

• publisher-subscriber messaging model, simple data flow between different devices 
• CoAP (Constrained Application Protocol) 

• application layer protocol to address the needs of HTTP-based IoT systems 
• AMQP (Advanced Message Queuing Protocol)  

• application layer protocol used for transactional messages between servers

19
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It’s all about AI?
Artificial intelligence (AI) is discussed as a technology to complement 
and extend IoT applications’ capabilities [10] 

Here, AI often refers to machine learning technologies 
• Renaissance through deep learning neural networks in the last 

decade 
• Support complex tasks such as machine vision, speech recognition 
• Usually require significant compute power 

• In the network infrastructure (Cloud), e.g. amazon’s Alexa 
• On the end device (Edge computing), e.g. autonomous cars

20

to make inferences from the sensor input data, and guide the 
operation of the system.  

In the example of the agricultural vehicle, the training 
phase may consist of using a set of photographs of the desired 
crops and the undesired weeds to create a model that can 
distinguish between crops and weeds. In the inference stage, 
the vehicle uses the models to classify any crop it encounters 
and activate sprays of weed-killer for those that are 
undesirable. In the example of disaster recovery or fire 
prevention, the same kind of training can be done for models 
that can map images to hazardous situations. Similarly, 
recordings of normal and abnormal sounds of engines or leaks 
can be used to create models for equipment rooms or leakage 
of hazardous chemicals.  

The model building step of an AI solution requires a 
significant amount of processing power. The best models are 
built with a large amount of training data, processing a large 
corpus of documents, or both. The required processing capacity 
is usually only available in a central location, a large data 
center or a cloud site. Centralization has other benefits – a 
central system running in a single homogenous environment is 
easier to maintain, program and upgrade. It has the benefit of 
global knowledge and visibility into all data that is available, 
and can provide better security, resiliency and reduce the per-
transaction costs due to the economies of scale. The growth in 
popularity of cloud computing is largely due to the inherent 
advantages of centralized systems.  

A natural way to build an AI enabled IoT system is to use a 
centralized approach. One can stream all the data collected 
from sensors in the field to a central location, and conduct both 
the model building and inference stages there. Using this 
approach, drones involved in disaster recovery would send all 
their information back to the central location for processing. 
The central location would have already created the required 
models, and would use them for performing the inference task 
as the images streamed in. If the network connection between 
the drone and the central location has sufficient bandwidth and 
a low latency, this approach can work effectively. This 

situation is shown in Figure 2. The centralized approach, 
however, may have certain disadvantages. In addition to the 
concern about latency, other considerations such as data 
privacy, data volume, or the cost of network connectivity must 
be taken into account. An alternative approach would be for the 
model building to be done in the cloud while the inference task 
is done at the edge, as in Figure 3.  

The edge approach is bandwidth efficient and sends less 
data to the central location. In addition to reducing costs, and 
improving latency and responsiveness, this approach also has 
the advantage of improving the scalability of the system.  

Some AI paradigms are inherently distributed, an example 
being multi-agent systems [1]. Multi-Agent systems consist of 
distributed entities that communicate and interact with each 
other, basing their behavior on some learnt or preprogrammed 
model. However, such multi-agent systems interact with each 
other in complex ways, can have arbitrary topology, and can 
lead to instability and emergent phenomenon [2]. Such 
complexity is neither desirable nor necessary for AI enabled 
IoT solutions. A simpler approach, where the topology is 
essentially a tree structure with the edge devices as the leaf 
nodes of the tree and the centralized cloud system as the root of 
the tree, is sufficient to address a large range of practical IoT 
applications. Furthermore, just a tree with a depth of 1 
consisting of only edge nodes and root nodes, is adequate for 
most IoT use-cases.    

For most IoT applications, there is more involved than 
simply creating a model and using it at the edge. An 
application may consist of many different steps, some of which 
may be based on AI technologies and some may not. In 
general, we consider an application to be composed of several 
processing elements (PEs), some of which we refer to as 
Cognitive Processing Elements (CPE) because they use an AI  
model to produce their output. An application would then 
consist of a flow-chart of processing elements that could 
contain multiple branches. A good representation of such a 
workflow would be a produced by a system like Node-Red, 
which is a tool for building Internet of Things (IoT) 
applications with a focus on simplifying the ‘wiring together’ 
of code blocks to carry out tasks.  

For ease if development, chains of processing elements are 
developed on the centralized environment, appropriately 
packaged along with any necessary supporting programs, and 
deployed to the edge. This allows the distributed processing of 
data streams by sophisticated analytics, while leveraging the 
power of the cloud environment for development of the 

 
Figure 3. Edge Approach 

 
Figure 1. Abstracted AI approach 

 
Figure 2. Centralized Approach 

Abstracted AI approach from [10]
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IoT application areas
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Most relevant IoT application areas 2020 
(by https://iot-analytics.com)
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IoT challenges
What are some of the major challenges developing IoT systems? 

• Interoperability 
• many different protocols on all layers 

• Energy efficiency 
• building low-power devices and applications 

• Security and privacy 
• …the "S" in "IoT" stands for security 😀  

• Support and longevity 
• planned obsolescence of devices and e-waste 
• electronic and software vs. device lifetime (e.g. in cars) 

• Internet-protocol based IoT: IPv4-based address shortage 
• The adoption of IPv6 is still slow
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Modelling the IoT

IoT World forum reference model 
(license: CC-BY)
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© 2013 Cisco and/or its affiliates. All rights reserved. 5 

IoT World Forum Reference Model 

Levels 

Application 
(Reporting, Analytics, Control) 

Data Abstraction 
(Aggregation & Access) 

Data Accumulation 
(Storage) 

Edge Computing 
(Data Element Analysis & Transformation) 

Connectivity 
(Communication & Processing Units) 

Physical Devices & Controllers 
�7KH�³7KLQJV´�LQ�,R7� 

Collaboration & Processes 
(Involving People & Business Processes) 

1 

2 

3 

4 

5 

6 

7 

Sensors, Devices, Machines, 
Intelligent Edge Nodes of all types 

Center 

Edge 
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Defining the IoT
Perhaps the most difficult question: what is the IoT? 

Everyone has 
• a different idea 
• different expectations and constraints 
• different applications and use cases 

This course… 
• gives an insight of the most relevant areas of IoT technology 

• applications, infrastructure, data management, privacy and 
security, and energy efficiency 

• provides real-world examples and use cases through case studies and 
interviews 

• provides hands-on experience with IoT applications through a 
practical project (DVAD70 only)
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Course overview (all included in DVAD70)

1. Areas of application (DVAD71) 
Health, smart homes, smart cities, industry 4.0, … 

2. Infrastructures (DVAD72) 
Online sensors, gateway connections, mesh networks. 
Technologies such as NB-IoT, ZigBee, 433MHz, Z-Wave, LoRa, 
WiFi, Bluetooth, CoAP, MQTT  

3. Data management (DVAD73) 
collection, storage, processing, analysis, automation, presentation) 

4. Privacy and security (DVAD74) 
surveillance, behavioral patterns, encryption, firmware updates, 
attack vectors 

5. Energy optimisation (DVAD75) 
10 years of battery life – how can we achieve this?  
What can influence energy consumption? 
How can we minimize energy consumption?
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